How to create a Customer Certificate

Instruction to create Certificate for the first time.

Step-by-step guide
Precondition:

Request to create certificate. Provide "Client Name™ and "Secret" values. As a result CN, Secret
and IP should be received.

Check Swagger technical instructions here.
After certificate request was processed, certificate should be created.

Download and install "KeyStore Explorer” ( Download Link )

Open "KeyStore Explorer” and add new KeyStore (with type: PKCS # 12)

Press "Generate Key Pair" button (type: RSA 2048)

While certificate creation - Fill in required fields in Name section. Pay attention on
fields CN and Email (should be added, absent by default).
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Customer certificate

We support SHA256 x509 certificatef or
version: () Version 1 (@) Version 3

1 . Ag ree Wllh customer m Signature Algorithm: | SHA-256 with RSA ~

1. Legal name - have to be placeg Validity Start: | 7/19/2019 6:23:12 PM EEST B
2. |P addresses you will use in of
3. One time secret phrase - this ¢ Valicity Period: 115 [Year(s) Apply

It is vital important make sure th| Vaidty End: 771872070 625 T2 PM EEST £ il

2. Create certificate reque Serial Number: | 1563549792
Here is an example: Name: |CN=Decta L td.,OU=IT,0=Decta,| =62 Bayswater %2
[req] Add Extensions

default_bits = 2048
prompt = no

default_md = sha2s6 v P
req_extensions = req_ext MName X
distinguished_name = dn

[ dn] KeyStor ~
C=Lv | Commen Name (CN): ~ | |Dectaltd,| +

ST=London

Lyl ikl Organization Unit (OU): | [IT +

0=Decta &

0ou=1T

emailAddress=supportfidecta.com Organization Mame (0):  ~ | |Decta +

CN = Decta Ltd.

[ req_ext ] Locality Name (L): + | |52 Bayswater Road +

subjectAltName = @alt_names
[ alt_names ]

IP.1 = 127.154.125.1 State Name (ST): ~  |Riga +
IP.2 = 154.192.15.4
Country (C): v |V + -
Please replace values in dn and alt_nz¢ v st these fields
you request will be declined
Reset Default DN
3. Run key creation with certifi
OK Cancel

@) _ —— o
5. Add Extensions (Alternative Name), add IP
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Generate Key Pair Certificate *

We support SHA256 x509 certificate |
Version: () Verson 1 (@) Version 3

1. Agree with customer m -
1. Legal name - have to be place Validity Start:

2. IP addresses you will use in of

3. One time secret phrase - this P
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2. Create certificate reque Sercl Number:

Here is an example: Name: ‘CN:DEE‘E Ltd.,OU=IT,0=Decta,L =52 Eavswaher‘

trea]

default_bits = 2048
prompt = no

default_md = sha256 _DK M
req_extensions = req_ext _
distinguished name = dn

It is vital important make sure th,
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ST=London - Extension Types:

L=62 Bayswater Road (&l | Name Netscape Revocation URL ~
O-Decta Netscape S5L Server Name

OU=IT

. Policy Constraints
emailAddress=supportfdecta.com Policy Mappings

CN = Decta Ltd. Private Key Usage Period
[ req ext ] e —
subjectAltName = @alt_names Subject Information Access
[ alt_names ] Subject Key Identifier

IP.1 - 127.154.125.1

IP.2 - 154.192.15.4 I:HSE [ critical Extension ZEleize
ease replace values in dn and alt_nar Cancel 0 CN an ist, these fields

Pl I | d d alt_ [ ok || Concal to CN and IP list, th field:

you request will be declined.
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3. Run key creation with certificate request generation

o
6. After all information added and certificate is saved. CSR file should be generated. Select
"Generate CSR" from dropdown menu on certificate. Tick "*Add certificate extensions
to request™

2. Create certificate request configuration file csr.cfg
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Here is an example:
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prompt = no 11 % Untitled-1% %
default_nd - sha2se
req_extensions — req_ext 1] [l EntryName Agorithm Key Size  Certificate Expiry Last Modified
distinguished name - dn |97 [ | = feesterwan Rsa 0% [y/is/o0si2si2e

[ dn]

ST-London

L=62 Bayswater Road
O=Decta

== o [sHaswitRse |
emailaddress—support@decta.com Sanaure Agorm: | SHA-256 W RSA v |

N - Decta Ltd.
I e Distinguished Name (DN) | GN=Decta Ltd.0U=IT,0=Decta,L =62 Bayswater Road,ST=Riga,

subjectaltName - @alt_names P
[ alt_names ]
IP.1 = 127.154,125.1 Optional Company Name:
IP.2 = 154.192.15.4

Format: (@ PKCS #10 () SPKAC

Extensions: ([ dd crBfcals extsnsions o request
Please replace values in dn and alt_names sections with ed

you request will be declined CoRFle: [l Documents e | | Eowse |

3. Run key creation with certificate request gel

openssl req -new -sha256 -nodes -out request.csr -ne

4. Sign certificate

KeyStore Type: PKCS 12, Size: 1entry , Path: Untitied-1

Use data from request.csr as a parameter to certificate signing function described on this page. Make sure that the value of encodedCSR parameter is one line with new lines escaped
getting 401, the value of SECRET is wrong. In case if response 412 received, certificale request contains wrong data.

o
7. Sign certificate using POSTMAN, with CSR from file (add CSR without spaces and add
\n after header, and before footer) and secret in header.
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Sign Certificate

hups:/it-dapi.decta.com:8443/v1 /certificate/sign

Headers

KEY VALUE DESCRIPTION
SECRET TESTER_MAN

Content-Type applicationfjson

8. Check and Save response. If you are getting 401, the value of SECRET is wrong. In case
if response 412 received, certificate request contains wrong data.

Information received from Response will be used in each request to DAPI.



