
How to create a Customer Certificate 

Instruction to create Certificate for the first time. 

Step-by-step guide 

Precondition: 

Request to create certificate. Provide "Client Name" and "Secret" values. As a result CN, Secret 

and IP should be received. 

Check Swagger technical instructions here. 

After certificate request was processed, certificate should be created. 

1. Download and install "KeyStore Explorer" ( Download Link ) 

2. Open "KeyStore Explorer" and add new KeyStore (with type: PKCS # 12) 

3. Press "Generate Key Pair" button (type: RSA 2048) 

4. While certificate creation - Fill in required fields in Name section. Pay attention on 

fields CN and Email (should be added, absent by default).  

o  
5. Add Extensions (Alternative Name), add IP  

https://t-dapi.decta.com/?urls.primaryName=SERVICE
https://t-dapi.decta.com/?urls.primaryName=SERVICE
https://keystore-explorer.org/downloads.html
https://keystore-explorer.org/downloads.html


o  
6. After all information added and certificate is saved. CSR file should be generated. Select 

"Generate CSR" from dropdown menu on certificate. Tick "Add certificate extensions 

to request"  

o  
7. Sign certificate using POSTMAN, with CSR from file (add CSR without spaces and add 

\n after header, and before footer) and secret in header.  



o 

 
8. Check and Save response. If you are getting 401, the value of SECRET is wrong. In case 

if response 412 received, certificate request contains wrong data. 

 

Information received from Response will be used in each request to DAPI.  

 

 

 

 


